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Defense Adv Research Projects Agcy

FY 2007 RDT&E PROGRAM EXHIBIT R-1
APPROPRIATION: 0400D Research, Development, Test & Eval, DW Date: FEB 2006
Program Thousands of Dollars S
Line Element E
No  Number 1tem Act FY 2005 FY 2006 FY 2007 C
2 0601101E Defense Research Sciences 01 165,101 133,308 150,690 U
Basic Research 165,101 133,308 150,690
11 0602303E Information & Communications 02 182,815 195,991 242,852 U
Technology
12 0602304E Cognitive Computing Systems 02 145,833 163,430 220,085 U
13 0602383E Biological Warfare Defense 02 155,360 148,108 112,242 U
15 0602702E Tactical Technology 02 316,673 346,076 383,680 U
16 0602715E Materials and Biological 02 252,168 288,753 297,277 U
Technology
18 0602716E Electronics Technology 02 254,514 239,959 246,978 U
Applied Research 1,307,363 1,382,317 1,503,114
29 0603286E Advanced Aerospace Systems 03 66,919 54,594 115,829 U
30 0603287E Space Programs and Technology 03 217,004 216,357 254,913 U
41 0603739E Advanced Electronics Technologies 03 216,824 220,877 248,627 U
44 0603760E Command, Control and 03 213,971 213,316 232,489 U
Communications Systems
45 0603764E Land Warfare Technology 03 60,897 125,384 48,975 U
46 0603765E Classified DARPA Programs 03 148,933 160,213 151,598 U
47 0603766E Network-Centric Warfare Technology 03 118,538 134,944 174,276 U
48 0603767E Sensor Technology 03 196,594 186,746 205,519 U
49 0603768E Guidance Technology 03 111,145 101,797 157,367 U
Advanced Technology Development (ATD) _1:556:55; _1:;1;:££é _1:;55:;55
137  0605502E Small Business Innovative Research 06 75,374 U
PAGE D-36
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Defense Adv Research Projects Agcy

FY 2007 RDT&E PROGRAM EXHIBIT R-1
APPROPRIATION: 0400D Research, Development, Test & Eval, DW Date: FEB 2006
Program Thousands of Dollars S
Line Element E
No Number Item Act FY 2005 FY 2006 FY 2007 C
144  0605898E Management HQ - R&D 06 48,582 48,765 50,951 U

RDT&E Management Support 123,956 48,765 50,951

Total Defense Adv Research Projects Agcy 2,947,245 2,978,618 3,294,348

PAGE D-37
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EXPECT FEDERAL PROGRAMS TO PERFORM WELL, AND BETTER EVERY YEAR.

PROGRAM ASSESSMENT

PROGRAM Defense Basic Research

View Similar Programs This program supports scientific study and experimentation to increase

fundamental knowledge in the physical, engineering, environmental and life
sciences of potential importance to the defense mission. The program is carried
out primarily through grants to universities and non-profit organizations.

RATING PERFORMING
What This Rating Means Effective

® The program has clear purposes. It helps develop technologies that
provide options for new weapons, helps prevent technological suprise by
adversaries and develops new scientists who will contribute to the DoD
mission in the future.

e The program is reviewed regularly by technically capable outside
expets, who recommend improvements they believe should be
implemented. The experts indicate that the work is of overall high quality.

® Research earmarks have increased dramatically in the past 15-20
years. Such projects contribute less than typical projects to meeting the
Department's mission, as they don't have to be screened for relevance or
quality, and cost more to administer. Earmarks also reduce incentives for
other projects to perform to peak potential, as non-earmarked projects
encounter less competition for funding.

IMPROVEMENT We are taking the following actions to improve the performance of the
PLAN program:
About Improvement Plans

e Emphasizing the use of independent review panels in assessing the
performance of the program.

e Working with the research community and Congress to explain the need to
limit claims on research grant funds to proposals that independently can
meet the standards of a strict merit-review process.

LEARN MORE e Details and Current Status of this program assessment.

e How all Federal programs are assessed.

® |Learn more about Defense Basic Research.
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EXPECT FEDERAL PROGRAMS TO PERFORM WELL, AND BETTER EVERY YEAR.

PROGRAM ASSESSMENT

PROGRAM Defense Applied Research Program

View Similar Programs This program supports scientific study of physical, biomedical, behavioral or other

phenomena to determine the means by which a particular military need may be
met. This work is a little more advanced and applied than the basic research from
which it may arise.

RATING PERFORMING
What This Rating Means Moderately Effective

e Program purpose and design are clear. The purpose is to support quality
science with potential application to the defense mission. The Department
has established methodical processes for setting program goals and for
reviewing progress.

® Reviews of the program by external review panels are not
independent of program officials. Some reviewers are government
employees with financial associations to the program areas under review.

® A large part of the program is executed either without the benefit of
military or scientific expertise in choosing the funded work or
without allowing the applications process to be open to all capable
researchers. Earmarking of projects in the program has increased in the
recent past and has led to these problems.

IMPROVEMENT We are taking the following actions to improve the performance of the

PLAN program:
About Improvement Plans

® Ensuring that adequate funding exists to carry promising basic research
results through the applied research phase.

e Changing the expert evaluation process to use fully independent review
panels in assessing the performance of the program.

e Working with the research community and Congress to explain the need to
limit claims on research grant funds to proposals that independently can
meet the standards of a strict merit-review process.

LEARN MORE ® Details and Current Status of this program assessment.

e How all Federal programs are assessed.

® Learn more about Defense Applied Research Program.
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EXPECT FEDERAL PROGRAMS TO PERFORM WELL, AND BETTER EVERY YEAR.

PROGRAM ASSESSMENT

PROGRAM Defense Small Business Innovation
View Similar Programs Research/Technology Transfer

This program uses funding set aside specifically for small businesses to investigate
the potential for new technologies to help meet the Department's mission and
funds the early stage of development of such technologies by small businesses.

RATING NOT PERFORMING
What This Rating Means Results Not Demonstrated

® Provides funds to small businesses, but has poor controls on
unproductive spending.

e Continues to provide funding to companies with track records of poor
performance.

o Overestimates commercial successes resulting from Federal support
by counting additional investment on par with product sales as
measures of success. Product sales are the ultimate measure of success in
the marketplace.

IMPROVEMENT We are taking the following actions to improve the performance of the
PLAN program:
About Improvement Plans

o Tightening eligibility requirements for accepting proposals from companies
and individuals that repeatedly fail to sell resulting products in the
marketplace.

® Changing the way companies' past performance is assessed to ensure that it
more closely matches the intent of the law (Section 638 of Title 15, USC)
that the program support product commercialization.

® Seeking to get highly successful awardees to enter the mainstream of
Defense contracting.

LEARN MORE e Details and Current Status of this program assessment.

e How all Federal programs are assessed.

® Learn more about Defense Small Business Innovation Research/Technology
Transfer.
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UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) " February 2006
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BAL Basic Research PE 0601101E
COST (In Millions) FY 2005 FY2006 FY2007 FY 2008 | FY 2009 | FY 2010 | FY 2011
Total Program Element (PE) Cost 165.101 133.308 150.690 153.460 156.242 159.959 162.596
Bio/Info/Micro Sciences BLS-01 53.879 44.042 46.266 49.645 53.925 54.925 55.925
Information Sciences CCS-02 23.791 19.933 29.481 32.687 30.627 31.314 32.951
Electronic Sciences ES-01 33.815 30.783 34.060 30.853 30.752 31.752 31.752
Materials Sciences MS-01 53.616 38.550 40.883 40.275 40.938 41.968 41.968

(9)] Mission Description:

V) The Defense Research Sciences Program Element is budgeted in the Basic Research Budget Activity because it provides the technical
foundation for long-term National Security enhancement through the discovery of new phenomena and the exploration of the potential of such
phenomena for Defense applications. It supports the scientific study and experimentation that is the basis for more advanced knowledge and
understanding in information, electronic, biological and materials sciences.

V) The Bio/Info/Micro Sciences project will explore and develop potential technological breakthroughs that exist at the intersection of
biology, information technology and micro/physical systems to exploit advances and leverage fundamental discoveries for the development of new
technologies, techniques and systems of interest to the DoD. Programs in this project will draw upon information and physical sciences to
discover properties of biological systems that cross multiple biological architectures and functions, from the molecular and genetic level through
cellular, tissue, organ, and whole organisms’ levels. Key focus areas include multidisciplinary programs in BioComputational Systems;
Simulation of Bio-Molecular Microsystems; Bio Interfaces; Biological Adaptation, Assembly, and Manufacturing; Nanostructure in Biology; and
Human Assisted Neural Devices.

(V) The Information Sciences project supports basic scientific study and experimentation for national security requirements such as
computational models, new mechanisms for performing computation and communication, innovative approaches to the composition of software,
novel human computer interfaces, novel computing architectures, and automatic speech recognition research.
UNCLASSIFIED
R-1 Line Item No. 2
Page 1 of 30 1



UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit)

DATE
February 2006

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide
BA1 Basic Research

R-1 ITEM NOMENCLATURE
Defense Research Sciences

PE 0601101E

(V)

The Electronic Sciences project explores and demonstrates electronic and optoelectronic devices, circuits and processing concepts that will

provide: (1) new technical options for meeting the information gathering, transmission and processing required to maintain near-real time
knowledge of the enemy and the ability to communicate decisions based on that knowledge to all forces in near-real time; and (2) provide new
means for achieving substantial increases in performance and cost reduction of military systems providing these capabilities.

(V)

The Materials Sciences project is concerned with the development of: high power density/high energy density mobile and portable power

sources; processing and design approaches for nanoscale and/or bimolecular materials, interfaces and microsystems; materials and measurements
for molecular-scale electronics and spin-dependent materials and devices.

(V)

Program Change Summary: (In Millions)

Previous President’s Budget
Current Budget
Total Adjustments

Congressional program reductions
Congressional increases
Reprogrammings

SBIR/STTR transfer

UNCLASSIFIED
R-1 Line Item No. 2
Page 2 of 30

FY 2005 EY 2006 FEY 2007
169.571 130.090 132.041
165.101 133.308 150.690

-4.470 3.218 18.649
-0.130 -5.432
0.000 8.650
0.000
-4.340
2



UNCLASSIFIED

. DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2006
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BAL Basic Research PE 0601101E
(9)] Change Summary Explanation:

FY 2005 Decrease reflects SBIR/STTR transfer and the DOE transfer directed in P.L. 108-447.

FY 2006 Increase reflects five congressional adds in the areas of biomedical engineering, quantum computing and

infotonics offset by a congressional reduction to the Bio-computational program and undistributed reductions
for Section 8125 and the 1% reduction for Section 3801: Government-wide rescission.

FY 2007 Increase reflects new emphasis in Project CCS-02 for the Computer Science Study Group; Project ES-01 to
fund Carbon Nanotube RF Devices, Quantum Entanglement S&T (QUEST) and MEMS Science and
Technology Focus Centers; and enhancement of Bio-Molecular thrusts in the Materials Sciences area, Project

MS-01.

UNCLASSIFIED
R-1 Line Item No. 2
Page 3 of 30
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UNCLASSIFIED

o DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2006
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BA1 Basic Research PE 0601101E, Project BLS-01
COST (In Millions) FY 2005 FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Bio/Info/Micro Sciences BLS-01 53.879 44,042 46.266 49.645 53.925 54.925 55.925

(9)] Mission Description:

(V) This project is investigating and developing the intersections of biology, information technology and micro/physical systems to exploit
important technological advances and leverage fundamental discoveries for the development of new technologies, techniques, and systems of
interest to the DoD. This research is critical to the development of rapid responses to engineered biological warfare agents, radically new
biomolecular computers, and novel materials for the DoD. Programs in this project will draw upon the information and physical sciences to
discover properties of biological systems that cross multiple scales of biological architecture and function, from the molecular and genetic level
through cellular, tissue, organ, and whole organism levels. This project will develop the basic research tools in biology that are unique to the
application of biological-based solutions to critical Defense problems. This project is also providing the supporting basic research for the effort to
revolutionize prosthetics.

(V) Program Accomplishments/Planned Programs:

FY 2005 | FY 2006 | FY 2007
BioComputational Systems 9.237 3.000 0.000

V) The BioComputational Systems (BioCOMP) component seeks to use computation to understand the complexity of biology, and in turn use
biology to enhance methods of computation. The BioCOMP program will explore and develop computational models of bio-molecular processes
in living cells that will enable a range of novel DoD capabilities for bio-agent threat assessment, force health protection, and bio-sensor design. In
addition, the program will explore new biologically-inspired computing principles of robust information processing systems.

V) A primary thrust of the BioCOMP program is the development of cutting edge computational models and tools for predictive systems
biology and the demonstration of these tools in DoD applications. These computer prediction methods will give the warfighter more information
about biological threats in far less time than today’s costly wet-lab methods.

UNCLASSIFIED
R-1 Line Item No. 2
Page 5 of 30 5
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oy - DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2006
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BAL1 Basic Research PE 0601101E, Project BLS-01

V) A critical challenge in the post-genomic era is the utilization of genomic information to model and characterize systems of bio-molecular
networks and pathways underlying biological mechanisms at the cellular level. Models of complex gene-protein interactions will enable
simulation, dynamic analysis, prediction and control of cellular processes. Based on these models, the program has developed Bio-SPICE
(Simulation Program for Intra-Cell Evaluation), an open software framework providing innovative models and analysis tools. The extensible
design of Bio-SPICE allows for adding, refining and customizing of the Bio-SPICE models and tools for specific cell processes.

(V) Technical challenges to developing Bio-SPICE are being met through the development of four-dimensional (4-D) computational models
and simulation techniques, and by leveraging cognitive information processing tools. To transition the technology, the program is collaborating
with several DoD client agencies including Defense Threat Reduction Agency (DTRA), U.S. Army Medical Research and Material Command
(USAMRMC), Soldier Biological and Chemical Command (SBCCOM), Walter-Reed Army Institute for Research (WRAIR), Naval Medical
Research Command (NMRC), the U. S. Air Force Toxicology program, and the Center for Disease Control and Prevention (CDC).

V) Program Plans:

— Developed a progressively sophisticated suite of dynamic cellular models and architecture for Bio-SPICE which will enable modeling,
prediction, and control of cellular processes. Continually validate results through experimentation.

— Incorporated spatial models into Bio-SPICE and explore potential reduced-order models to analyze the non-linear and stochastic
dynamics of several hundred interactions.

— Built baseline models of intra-cell processes of interest to DoD, such as spore formation in bacteria like anthrax, bacterial cell division
and growth, and cell death induced by toxins from bio-warfare agents (apoptosis). Identify candidate molecular targets for
intervention strategies in sporulation (such as for therapeutics and safe decontamination), cell cycle control, and other processes in
defense against bio-agents.

— Demonstrated computer analysis methods for commanders to use in the threat assessment of natural and emerging bio-agents. These
methods, which predict pathogenicity and virulence of agents from their genomic information, were demonstrated for several bacterial
pathogen cases (staphylococcal enterotoxin B [SEB], E coli), and resulted in far more information than today’s costly wet-
experiments.

— Identified new methods for early detection of exposure of soldiers to pathogens and toxins using molecular (gene expression)
signatures, which is vital for early intervention and avoidance of death. These methods demonstrated a 95% accuracy rate in
identifying exposure to host cells among a set of ten pathogens.

UNCLASSIFIED
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oy - DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2006
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BAL1 Basic Research PE 0601101E, Project BLS-01

— Develop a framework for describing and representing biological knowledge that spans data from the molecular (genomic, proteomic)
to clinical level, and across organisms, to support deep and rapid knowledge extraction.

— Implement cutting edge learning and reasoning algorithms that act on vast amounts of biological, experimental and simulation data;
and demonstrate rapid reasoning and knowledge-acquisition.

FY 2005 | FY 2006 | FY 2007

Simulation of Bio-Molecular Microsystems (SIMBIOSYS) 5.160 5.000 0.000

(9)] The Simulation of Bio-Molecular Microsystems (SIMBIOSYS) program is developing methods and tools to simulate and design Bio-
Molecular Microsystems to dramatically improve the interaction and integration of biological elements with synthetic materials. This is being
accomplished by exploring fundamental properties and compatibility of biological elements at the molecular surface level through experimental
and theoretical analyses. Key phenomena under study include molecular recognition processes, signal transduction phenomena, and micro- and
nano-scale transport of biological molecules. Engineering of biological systems may be used to manipulate these fundamental characteristics and
optimize the integration of biological elements with synthetic materials for information collection. It is expected that significant advancements in

devices that utilize or mimic biological elements will be realized including sensors, computational devices and dynamic biological materials for
force protection and medical devices.

V) Program Plans:

— Demonstrate high (signal to noise ratio [SNR] > 10) transduction of molecular signals into measurable electrical and mechanical
signals using nanopores, micro/nano-cantilevers, and nanoparticles; demonstrate SNR ~ 100 using solid-state nanopores for DNA
translocation and using nanopores for ultraselective DNA detection; demonstrate models to correlate transduced signal intensity to
bio-molecular structure and binding events.

— Demonstrate that, using microcantilevers, a nanoparticle conjugation can successfully enable detection of 10-100 atto-molar DNA
concentrations with single base pair selectivity without performing polymerase chain reaction; transition to other DoD agencies and
Homeland Defense.

— Demonstrate low power transport (~ 10X reduction in power) of fluids by modulating surface tension in droplet based transport.

UNCLASSIFIED
R-1 Line Item No. 2
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DATE

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2006

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide
BAL1 Basic Research

R-1 ITEM NOMENCLATURE
Defense Research Sciences

PE 0601101E, Project BLS-01

— Demonstrate surface-tension modulated transport of droplets on a substrate; demonstrate computational models to optimize transport

characteristics.

— Demonstrate orders of magnitude (> 100X) improvement in microfluidic mixing using electrokinetic and Magneto Hydrodynamic

(MHD) schemes (based on modeling studies).

— Develop scaling laws and phenomenological models for bio-molecular phenomena such as molecular recognition, signal transduction
and bio-fluidic transport processes in bio-microfluidic systems; develop and implement scaling laws into microfluidic system
modeling software to enable design of lab-on-a-chip systems.

— Design novel hybrid macro-molecular devices that form specific and controlled transducing functions at the molecular scale;
demonstrate design of maltose binding proteins and ion channels with desired selectivity and sensitivity using computational tools.

— Design and demonstrate working devices that incorporate biological elements as sensors, actuators and computational devices.

FY 2005 | FY 2006 | FY 2007

Bio Interfaces

4.000 3.500 8.500

(9)] The Bio Interfaces program will support scientific study and experimentation, emphasizing the interfaces between biology and the
physical and mathematical/computer sciences. This unique interaction will develop new mathematical and experimental tools for understanding
biology in a way that will allow its application to a myriad of DoD problems. Chief among them is the ability to seamlessly integrate and control
mechanical devices and sensors within a biological environment — a critical aspect in the successful implementation of a major prosthetics effort.
In addition, these tools will help exploit the advances in the complex modeling of physical phenomena such as Electro-Magnetic Pulse (EMP) and
blast with biological tissues and cells in order to understand and prevent the deleterious effects of traumatic brain injury. It is also expected that
understanding the fundamentals of biology will aid in developing tools to understand complex, non-linear networks and force structures.

(9)] Program Plans:

— Examine behavior of materials/biological interfaces to improve performance and biocompatibility of mechanical and microelectronic
devices for ultimate integration into new prosthetic devices.
— Develop mathematical approaches and new microelectronic devices for sensing and controlling biological responses.

UNCLASSIFIED
R-1 Line Item No. 2
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oy - DATE
RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit) February 2006
APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE
RDT&E, Defense-wide Defense Research Sciences
BAL1 Basic Research PE 0601101E, Project BLS-01

— Develop predictive biologic models that take into account the materials and chemical properties of the brain to account for all blast
effects including characteristics of the pressure wave, electromagnetic pulse, acoustics, etc.

— Demonstrate and validate novel mathematical tools for analyzing and interpreting complex data sets obtained from complex biological
systems and behavior. Extend these tools to other problems of interest to DoD.

— Develop new mathematics that predicts fundamental biological processes across biological size and times scales.

FY 2005 | FY 2006 | FY 2007

Biological Adaptation, Assembly and Manufacturing 11.200 9.000 12.500

(9)] The Biological Adaptation, Assembly and Manufacturing program will examine the structure, function, and informational basis
underlying biological system adaptation, particularly to harsh environments, and the factors employed by the organism to assemble and
manufacture complex biological subsystems. The unique stability afforded biological systems in their ability to adapt to wide extremes of physical
and endurance (e.g., heat, cold, and sleeplessness) parameters will be examined and exploited in order to engineer stability into biological systems
of Defense needs (such as blood or other therapeutics). In addition, the fault tolerance present in biological systems will be exploited in order to
assemble and manufacture complex physical and multi-functional systems, both biological and abiotic. Further activity in this area will investigate
the adaptability of the brain to information processing and situational awareness. Applications to Defense systems include the development of
chemical and biological sensors, and improved battlefield survivability of the warfighter.

V) Program Plans:
— Identify promising strategies in nature that allow organisms to survive under environmental extremes and adapt those strategies to
other cells, tissues, organs and organisms, including platelets and red blood cells.
— Understand how cells and organisms can be adapted to respond to environmental chemicals and toxins of interest to DoD by
producing signals (colors, fluorescence) that can be detected remotely.
— Understand how cells differentiate/heal into functional tissues using naturally occurring mechanisms and adapt these naturally
occurring mechanisms to develop the ability to regenerate appropriate tissue and structure at a wound site rather than scarring.
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— Demonstrate the adaptation of bacteria to the digestion of cellulose in disaccharides to enable the ability to use fiber as nutrition and

for the prevention of dysentery.

— Understand how the brain adapts to cognitive overload and develop novel methods for delivering information that can be more

effectively processed by the brain.

FY 2005

FY 2006

FY 2007

Nanostructure in Biology

10.382

10.042

13.266

(9)] The Nanostructure in Biology program will investigate the nanostructure properties of biological materials to better understand their
behavior and accelerate their exploitation for Defense applications. This new information about biomolecules will provide important new leads
for the development of threat countermeasures, biomolecular sensors and motors, and molecular interventions to maintain human performance in
the battlefield. This program will also develop approaches to mathematically predict a priori the structure of biological materials, especially
proteins, based on the desired performance. This will enable the rapid design of new biosensors against previously unknown threats and the
design of advanced catalysts based on biological activity to produce new materials of interest to DoD (e.g., tailored explosives). The program will
also create technology to reliably integrate nanoscale and microsystems payloads on insects that will extract power, control locomotion, and also
carry DoD relevant sensors. In addition, research will be conducted in the interaction, at the nanoscale, of biotic and abiotic materials and

functions, a critical aspect in the development of advanced prosthetics.

(9))] Program Plans:

— Investigate fundamental issues of nanowire communication with electrically active biological systems (neurons) including high

density recording, information processing, stimulation patterns, and new computational methods of analysis.

— Demonstrate image formation through the use of microchip-driven wire to simultaneously stimulate thousands of retinal neurons.
— Use nanostructured neural interfaces to develop an understanding of the neural information and algorithms used for biological visual

processing (e.g., object recognition).

— Demonstrate the ability to rapidly (hours as opposed to weeks or months) predict new protein structures that inactivate new biological

pathogens or toxins.
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— Demonstrate approaches for making enzymes that catalyze chemical reactions not performed by natural enzymes for the synthesis of
chemicals of interest to the Department of Defense.

— Demonstrate locomotion control of insects using MEMS platforms consisting of ultrasonic projectors, pheromone ejectors, insect
mechano-sensor activation, and visual presentation manipulation, neural, or muscular interfaces.

— Demonstrate power scavenging from insects via thermal-to-electric, and/or mechanical-to-electrical power conversion using

embedded micro power generators.

FY 2005

FY 2006

FY 2007

Human Assisted Neural Devices

12.000

12.000

12.000

V) This program will develop the scientific foundation for novel concepts that will improve performance on the battlefield as well as
technologies for enhancing the quality of life of paralyzed veterans. This will require an understanding of neuroscience, significant computational

efforts, and new material design and implementation. Closed-loop control of peripheral devices using brain signals will be examined.

Examination of different brain regions will be accomplished in order to generate coded patterns to control peripheral devices and robotics. The
science developed by this program will be exploited by the Revolutionizing Prosthetics program in PE 0602715E, Project MBT-02. Approaches
for understanding the language of the brain will also be exploited to improve decision making in a variety of Defense applications including
imagery analysis as well as understanding and improving cognitive performance under stress. Techniques will be examined to extract these
signals non-invasively. This effort will be conducted with the Veteran’s Administration to ensure approaches are compatible with prosthetic

requirements.

(9))] Program Plans:

— Extract neural and force dynamic codes related to patterns of motor or sensory activity required for executing simple to complex
motor or sensory activity (e.g., reaching, grasping, manipulating, running, walking, kicking, digging, hearing, seeing, tactile).
— Determine necessary force and sensory feedback (positional, postural, visual, acoustic, and other) from a peripheral device or interface

that will provide critical inputs required for closed-loop control of a prosthetic.
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— Explore new methods, processes, and instrumentation (e.g., Magnetoencephalography, optical, IR, and RF) for accessing neural codes

non-invasively at appropriate spatiotemporal resolution to provide closed-loop control of a peripheral device.

— ldentify robust neural signals that respond to visually salient objects and demonstrate that those neural signals can be used to
significantly (3x) improve throughput in visual analysis tasks such as imagery analysis compared to using an individual’s visuomotor

transformation (i.e., movement) based response.

— Investigate the underlying mechanisms of perception and cognition and use these to develop optimal approaches to radically improve

neural plasticity in soldiers under stressful operational conditions.

FY 2005

FY 2006

FY 2007

Bio Detection of Unexploded Ordnance & Land Mines

1.900

0.000

0.000

V) Continued to develop bee-based UXO detection as a viable technology for landmine detection. Research tasks focused on the

development of a cost effective, reliable and easy-to-use bee detection system for the DoD, countermine, and homeland security communities.

FY 2005 FY 2006 | FY 2007

Biomedical Engineering Initiative 0.000 1.500 0.000
(9)] Development of technologies to enable Biomedical Engineering.
(9))] Other Program Funding Summary Cost:
. Not Applicable.
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COST (In Millions)

FY 2005

FY 2006

FY 2007

FY 2008

FY 2009

FY 2010

FY 2011

Information Sciences CCS-02

23.791

19.933

29.481

32.687

30.627

31.314

32.951

(9)] Mission Description:

(9)] This project supports scientific study and experimentation on new computational models and mechanisms for reasoning and
communication in complex, interconnected systems in support of long-term national security requirements. The project is exploring novel means
of exploiting computer capabilities; practical, logical and heuristic reasoning by machines; development of enhanced human-computer and
computer-to-computer interaction technologies; innovative approaches to the composition of software; and new learning mechanisms for
systematically upgrading and improving these capabilities. Promising techniques will transition to both ongoing and system-level projects.

V) Program Accomplishments/Planned Programs:

FY 2005
23.791

FY 2006
19.933

FY 2007
22.908

Computer Expoitation and Human Collaboration

(9)] The Computer Exploitation and Human Collaboration program is developing highly innovative information processing technologies that
will allow warfighters and commanders of the future to interact in a natural way with computers, enable a new generation of collaboration methods
and information acquisition, and provide intelligent seamless exchange of information in a world where computing devices are ubiquitous and
heterogeneous. The program is exploring new human-machine interaction (HMI) paradigms where computing and communications systems
reason about warfighter’s and commander’s goals and capabilities, and use this information to drive the interaction. Technical challenges include
architectures for software agents (including mobile code); redesign of classical computer operating systems; secure exchange of information over
insecure channels; robust, natural modes for increasing information and knowledge; and organizing both into easily retrievable, re-usable forms.
Research is addressing breakthrough techniques for distilling key concepts from massive amounts of information and novel information
presentation modes to provide concise, salient situational awareness. Work includes creation of powerful multi-agent systems and tools for
effective decision-making and analysis in complex, multi-participant environments; high-performance, user-centered interfaces capable of
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understanding the warfighter and commander’s combined natural communication and activity patterns; and fundamental technologies for
integrating information expressed in different modalities and formats, which is currently a bottleneck to timely military situational awareness.

(9)] The Computer Exploitation and Human Collaboration program is also exploring the fundamental science of interconnected systems to
provide powerful mathematical tools for understanding the intrinsic properties and complexities of large-scale networks and other distributed
systems. This foundational research is imperative for the future design of robust systems that break away from the established tradition of piece-
meal patching of current infrastructures. The resulting mathematical tools will allow development and defense of critical infrastructures and create
more efficient, reliable data networks for the warfighter. The security of the nation depends on interconnected systems, such as the power grid,
telecommunications systems, social and organizational networks, economic and financial systems and command and control structures. These
networks can suffer dramatic failures. Such failures can potentially be prevented or controlled through a fundamental, quantitative understanding
of the intrinsic properties of networks. Deeper scientific foundations for what might be called “network understanding” will eventually generate
dramatic new capabilities for the DoD while at the same time generating benefits for civilian applications. Overall, the research will provide
vastly expanded power and improved interaction for a wide range of military tasks and environments.

(9)] Research on machine intelligence over the last two decades has revealed that many reasoning problems are inherently computationally
complex, and in many cases, intractable. Solutions to these problems typically require either enormous computer resources, or simplification of
the problem resulting in major sacrifices to accuracy. The Real-World Reasoning thrust (REAL) is developing foundational technologies,
heuristic approaches, and tools necessary to enable effective, practical machine reasoning about increasingly complex, large-scale problems on
time scales and with accuracies that will aid commanders and warfighters in assessing the consequences of specific actions and strategies, and
predict future results. This research will push the envelope of deep-reasoning decision making by systematically considering interactions among
multiple teams of warfighters, robots and weapon systems in strategic settings where each team may have different or varying goals. The key
technologies under investigation are effective, practical inferential reasoning in real-world situations with complexity and uncertainty; novel
paradigms for learning from experience, events, and actions that affect the final outcome of a situation or scenario; integration of multiple
reasoning paradigms; representation and reasoning with information that changes constantly over time; reasoning about the goals of other agents;
pragmatic reasoning that uses appropriate default assumptions to respond intelligently; and appropriate metrics for measuring cognitive behavior
and performance.
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(V)

Program Plans:

Developed new forms of human-computer interaction that enable humans and computers to work as synergistic teams. An initial suite
of technologies have been developed and tested.

Developed a mixed-initiative multi-threaded task manager that is able to be advised by the user, is able to alert the user to key
activities and events, and is able to be told limited forms of new knowledge.

Explored end-user models for integrating natural communication modalities (e.g., spoken language, gesture, and gaze) for a new class
of interfaces. Preliminary work on spoken language input and gesture has been done and tested for robustness.

Develop and evaluate initial suite of techniques for learning how to accomplish new unanticipated tasks and how to transfer and use
knowledge from other domains.

Develop innovative techniques for dramatically reducing the complexity and processing required for reaching conclusions in
propositional logic systems.

Continue to develop adaptive multimodal processing techniques tailored to the user, task, and environment, and assessing performance
and usability advantages within multimodal systems.

Establish multidisciplinary studies of large-scale interconnected systems drawn from the fields of information theory, complexity
theory, adaptive systems, diffusion theory, group theory and social network analysis.

Identify fundamental properties common across different types of networks and other distributed systems.

Investigate the relationship between the statics and dynamics of networks, and relate these to important network operating parameters
and properties (such as the resilience of networks to attacks and failures).

Develop methods for combining statistical and knowledge-based reasoning and learning algorithms.

Evaluated algorithms to find the dominant plan and/or the Nash equilibrium solution from a given set of plans for a variety of
reasoning tasks, such as effective coalition formation.

Develop strategic reasoning tools that aid decision-making in distributed environments, and systematically incorporate information,
incentives and goals in a complex multi-adversarial environment.

Develop and demonstrate scalable high-performance reasoning techniques and knowledge representation methods that perform
temporal reasoning, handle rapid changes in information, and deal with temporal static uncertainty.
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FY 2005 | FY 2006 | FY 2007

Computer Science Study Group 0.000 0.000 6.573

V) The Computer Science Study Group (CSSG) program funds emerging ideas from the computer science academic community to address
DoD’s need for information exploitation technology; to educate young principal investigators; to acclimate a generation of researchers to the needs
and priorities of the Department of Defense; and to enable the transition of those ideas and applications by promoting joint university, industry,
and government projects. The CSSG project formalizes and focuses this research for efficiency and greater effectiveness.

V) Program Plans:

Establish a Computer Science Study Panel (CSSP) hosted by the Institute for Defense Analysis (IDA), consisting of mentors from
senior academic and military communities.

Arrange seminars for CSSP participants, at sites around the country where participants can experience DoD information exploitation
capabilities and shortcomings.

Evaluate and approve proposals for major university research projects to conduct basic information technology research, based on
knowledge gained in CSSP meetings.

Solicit co-funding from industry or interested government parties to continue successful university research projects.

Develop transition strategy with university participants and co-funding sources.

(8)] Other Program Funding Summary Cost:

. Not Applicable.
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COST (In Millions) FY 2005 FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Electronic Sciences ES-01 33.815 30.783 34.060 30.853 30.752 31.752 31.752

(9)] Mission Description:

V) This project seeks to continue the phenomenal progress in microelectronics innovation that has characterized the last decades by exploring
and demonstrating electronic and optoelectronic devices, circuits and processing concepts that will: 1) provide new technical options for meeting
the information gathering, transmission and processing required to maintain near real-time knowledge of the enemy and the ability to
communicate decisions based on that knowledge to all forces in near real-time; and 2) provide new means for achieving substantial increases in
performance and cost reduction of military systems providing these capabilities. Research areas include new electronic and optoelectronic device
and circuit concepts, operation of devices at higher frequency and lower power, extension of diode laser operation to new wavelength ranges
relevant to military missions, development of uncooled and novel infrared detector materials for night vision and other sensor applications,
development of innovative optical and electronic technologies for interconnecting modules in high performance systems, research to realize field
portable electronics with reduced power requirements, and system and component level improvements to provide greater affordability and
reliability. Additionally, electronically controlled microinstruments offer the possibility of nanometer-scale probing, sensing and manipulation for
ultra-high density information storage “on-a-chip,” for nanometer-scale patterning, and for molecular level analysis and synthesis. These
microinstruments may also offer new approaches to integration, testing, controlling, manipulating and manufacturing nanometer-scale structures,
molecules and devices.

V) Program Accomplishments/Planned Programs:

FY 2005 | FY 2006 | FY 2007

University Photonic Opto-Centers 7.072 8.000 8.000

(9)] This program is dedicated to coupling university based engineering research centers of excellence with appropriate industry groups to
conduct research leading to development of advanced optoelectronic components. Such components are critical to enhancing the effectiveness of
military platforms that provide warfighter comprehensive awareness and precision engagement. Topics researched include emitters, detectors,
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modulators and switches operating from infrared to ultraviolet wavelengths, and related heterogeneous materials processing and device fabrication
technologies for realizing compact, integrated optoelectronic modules. The University Photonic Opto-Centers Phase 1l program will facilitate and
enhance interaction between the developers of cutting edge photonic device technology in the industry and academic researchers that exploit these
devices for novel applications. Commercially co-funded, industrial participants benefit by getting feedback from potential users of their device
technology as well as by ensuring that the graduates are trained in the latest device technologies.

(9)] Program Plans:
— Evaluate novel methods for the design, fabrication and demonstration of chip-scale modules that integrate photonic, electronic and
MEMS based technologies.
— Characterize the impact of these new technologies on applications in the areas of bio-photonics, optically addressed memory and on-
chip optical interconnects.
— Fabricate and test individual chip-level sub-assemblies for later use in prototype development.
— Design and fabricate prototype modules using the system-on-a-chip approach.
— Develop testbeds capable of fully measuring and characterizing the mixed technologies implemented in the chip-scale components.
— Evaluate the performance characteristics of the prototype modules and determine the highest payoff dual use development paths.
— Identify and enlist industrial participants.
— Develop a process for competitive selection of Phase Il university participants.
— ldentify a common set of photonic devices most widely used/requested and make them immediately available for experimentation.
FY 2005 | FY 2006 | FY 2007
Semiconductor Technology Focus Centers 10.000 10.000 10.000
V) The Semiconductor Technology Focus Center Research program concentrates on exploratory and fundamental semiconductor research

efforts that solve the most critical, long-term scaling challenges in the fabrication of high performance complex integrated circuits. This program
will develop new design and fabrication approaches and will demonstrate technologies for reaching nano-scale device dimensions and hyper-scale
integrated circuits that will meet future military needs.
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V) Program Plans:

— Develop efficient platform-based design methodologies and low latency interconnect technologies for complex integrated circuits that
have application in high performance signal processing and communications systems.

— Develop methods for physics-based simulations of performance of deeply scaled switching device structures and circuit architectures.

— Develop the interface methodology for efficient handling and compilation of design object information for complex military integrated
circuits.

— Develop circuit architectures that reduce long interconnects.

— Develop novel device fabrication and integration approaches for deeply scaled transistors and architectures for high performance
mixed signal circuits for military needs.

FY 2005 | FY 2006 | FY 2007

Molecular Photonics(MORPH) (formerly Supermolecular Photonics Engineering) 6.893 7.885 2.610

V) Large dendritic and other highly branched organic molecules offer great potential for active photonic applications. Three-dimensional
molecular structure and shape can be engineered to orient and immobilize optically active substituents to achieve much higher electro-optic
activity than with traditional polymer systems. The ability to engineer molecular structure, shape, energy transport, and chemical composition
offers the potential for distinct electronic energy level engineering without the traditional semiconductor crystal lattice. This will allow more
freedom to tailor electromagnetic responses of individual molecules to achieve functionality not possible in semiconductors. Potential applications
include: direct conversion of sunlight to power (“optical antenna™), inversion-less lasers and electromagnetically induced transparency (coherent
organic emitters, and slow light materials), high performance photorefractive materials for signal processing and holographic memory, optical
limiters and saturable absorbers as well as high performance modulators.

(V) Program Plans:
— Model and simulate advanced structures for four classes of applications.
— Improve modeling capability for predicting macro functionality from nanostructure.
— Emphasize chemical synthesis.
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— Address parameters such as thermal stability, environmental chemistry tolerance (O,, H,0, etc) and photochemistry.

— Fabricate initial devices; continue modeling maturation.
— Final material synthesis, prototype device fabrications, characterization and demonstration.

FY 2005

FY 2006

FY 2007

Photonics Technology Access Program (PTAP)

2.500

2.898

1.300

V) The main goal of the Photonic Technology Access Program (PTAP) is to create a mechanism for providing the latest prototype

optoelectronic devices and custom materials to systems researchers. The program seeks to build bridges between the device and systems research

community, the university and industrial community and the teaching and research community.

FY 2005

FY 2006

FY 2007

Carbon Nanotube RF Devices

0.000

0.000

3.000

V) The goal of the Carbon Nanotube (CNT) Devices Program is to explore the feasibility of amplifying a specific type of single-walled CNT
with increased efficiency. In addition, this program will create the ability to integrate CNT with conventional electrical device architectures and
fabrication processes in a cost-efficient and technologically-relevant way, i.e., scaleable (automated), spatially addressable, and high yield.

(9))] Program Plans:

— Develop technigues for the low-cost, mass production of a single-configuration CNTSs (i.e., uniform armchair, zigzag or helical type).
— Develop integrated circuit devices such as field-effect transistors (FETSs), high-Q, low loss RF filters, amplifiers and antenna for

selected applications.

— Reduce the losses in electronic circuitry, which increases efficiency and lowers power consumption.
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FY 2005 | FY 2006 | FY 2007

Quantum Entanglement Science and Technology (QUEST) 0.000 0.000 4.698

V) The Quantum Entanglement Science and Technology (QUEST) program will explore the research necessary to create new technologies
based on quantum information science. Technical challenges include loss of information due to quantum decoherence, limited communication
distance due to signal attenuation, and protocols, and larger numbers of quantum bits (Qubits) and their entanglement. A key challenge is to
integrate improved single and entangled photon and electron sources and detectors into quantum computation and communication networks. Error
correction codes, fault tolerant schemes, and longer decoherence times will address the loss of information. Expected impacts include highly
secure communications, algorithms for optimization in logistics, highly precise measurements of time and position on the earth and in space, and
new image and signal processing methods for target tracking.

V) Program Plans:
— Develop methods to mitigate loss of information due to decoherence.
— Develop techniques for rapid communication between non-adjacent qubits.
— Develop novel quantum algorithms.

FY 2005 | FY 2006 | FY 2007

MEMS Science and Focus Centers 0.000 0.000 4.452

V) The MEMS Science and Focus Centers effort is seeking research by means of multi-performer (university/nonprofit/industry/other) focus
centers dedicated to advancing a number of core technologies considered essential to the advancement of MEMS and Nano-Electro-Mechanical
Systems (NEMS) technology for applications important to the Department of Defense (DoD). The fundamental technology areas of interest for
the program are: Surface Physics, Noise Mechanisms, Reliability Physics, Scaling Physics, Microfluidics, Interconnections, Single-Molecule
Methods, Modeling, Signal Processing Methods, and other areas.
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FY 2005 | FY 2006 | FY 2007

Advanced Photonics Research 3.500 0.000 0.000

V) Program Plans:
— Continued research in photonic composites and device fabrication.

FY 2005 | FY 2006 | FY 2007

Nanophotonics Systems Fabrication 2.850 0.000 0.000

V) Program Plans:
— Enhanced nano-photonic systems fabrication capabilities for DoD by concentrating on unique technologies for photonic device
fabrication, integration and packaging.

FY 2005 | FY 2006 | FY 2007

Repeatable & Robust Lithographic Processes 1.000 0.000 0.000

V) Program Plans:
— Developed novel lithographic devices and new processes.
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FY 2005 | FY 2006 | FY 2007

Infotonics Research 0.000 2.000 0.000
V) Program Plans:
— Initiate research in Infotonics technology.
V) Other Program Funding Summary Cost:
. Not Applicable.
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FY 2005

FY 2006

FY 2007

FY 2008

FY 2009

FY 2010

FY 2011

Materials Sciences MS-01

53.616

38.550

40.883

40.275

40.938

41.968

41.968

(9)] Mission Description:

V) This project provides the fundamental research that underpins the development of advanced nanoscale and bio-molecular materials,

devices and electronics for DoD applications.

(9)] Program Accomplishments/Planned Programs:

FY 2005

FY 2006

FY 2007

Nanoscale/Biomolecular and MetaMaterials

14.826

11.000

15.450

(9)] The research in this thrust area exploits advances in nanoscale and bio-molecular materials, including computationally based materials
science, in order to develop unique microstructures and properties of materials. This includes efforts to develop the underlying physics for the
behavior of materials whose properties have been engineered at the nanoscale (Metamaterials) level.

V) Program Plans:

— Develop algorithmic approaches for predicting properties and structure of nano-scale and meta-materials using first
principles/quantum mechanical methods with higher accuracy and reduced computational complexity.
— Couple the algorithmic approaches to methods that extract parameters for simulation of materials at larger spatial scales while
conducting experiments to verify/validate the predicted properties at all spatial scales.
— Explore and exploit the underlying dualities between discrete and continuous computational methods to dramatically improve DoD

computational abilities.

— Apply ideas from non-Euclidean geometry to obtain fast optimization methods for certain problems in robotics, including pursuit-
evasion, optimal path-planning, and reconfiguration.
— Explore fundamental behavior of nanostructured materials that display quantum and/or non-equilibrium behavior.
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Develop theoretical advances to characterize the propagation of random effects through differential equation models of
electromagnetic material systems to allow interpolation, extrapolation, and hybridization of solutions to known systems to closely
related “perturbed” systems.

Develop advanced image detector materials to instantly and simultaneously detect one structural (computed tomography) and two
functional (position emission tomography and single photon emission tomography) images of medical and life science interest.
Demonstrate materials capability to allow multimodal imaging system with two orders of magnitude increased scan speed and
detection for non-destructive testing and evaluation.

Develop approaches for exploiting femtosecond laser pulses to generate multi-spectral imaging capable of examining nanostructured
materials.

Develop and exploit new mathematical principles including duality (transformation from an intractable to a tractable task), topology
and non-Euclidean geometry to improve general computation capabilities, especially in solid state nanostructured materials.

Exploit nanotechnology to create a new class of previously inaccessible compositions for optical materials, including IR windows and
transparent armor.

FY 2005 | FY 2006 | FY 2007

Engineered Bio-Molecular Nano-Devices and Systems 9.790 10.400 10.433

(V)

(V)

This program seeks to develop and demonstrate engineered bio-molecular nano-scale devices that enable real time observation and
analysis of bio-molecular signals, thus enabling single molecule sensitivity with the simultaneous exploitation of the temporal domain (i.e.,
stochastic sensing). Arrays of such devices will enable an order of magnitude (10 to 100X) reduction in the time required for analysis and

identification of known and unknown (engineered) molecules.

Program Plans:

Engineer hybrid biological/inorganic device architectures that optimize compatibility and information transfer between biological and
non-biological materials with single molecule sensitivity.

Develop new and innovative technologies in the areas of device architecture, design, interconnection, fabrication and integration of
organic and inorganic materials to enable measurement of time constants of single molecule events.
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— Develop techniques to perform direct, dynamic, stochastic and combinatorial analysis of bio-molecular signals in order to characterize
unique molecular signatures based on such analysis (i.e., automatic recognition) of various biological/chemical targets.

FY 2005

FY 2006

FY 2007

Spin Dependent Materials and Devices

6.000

12.000

15.000

V) The major emphasis of this thrust is to provide the theoretical and experimental underpinnings of a new class of semiconductor electronics
based on spin degree of freedom of the electron, in addition to (or in place of) the charge. Not only will this class of electronics lead to novel and
faster electronic devices, but it will also serve as one of the key technology enablers for quantum communications and quantum computation. In
addition, this program will examine other novel classes of materials such as plasmons or Bose-Einstein Condensates that have the potential to

provide new capabilities in the quantum regime.

V) Program Plans:

— Demonstrate a variety of spin related devices such as a room temperature spin light emitting diode (spin LED), a spin transistor with
significant gain and magnetic random access memory scaled down into the few nanometer bit size by replacing magnetic field

switching with spin momentum transfer switching.

— Develop new storage class memories with 100 — 1000 times the density of MRAM, DRAM or FLASH using magnetic domain walls

as the storage media and spin momentum transfer as the read and write protocol.

— Investigate the magnetic and electronic characteristics of surface plasmons for the creation of metal/dielectric interfaces for coupling

between photonic and electronic/spin states.
— Demonstrate atom-chip BEC lifetimes of >100ms and quasi-continuous BEC with 2000 atoms/pulse and >20% duty cycle.
— Demonstrate rotationally sensitive atom interferometer using optical readout in magnetic waveguides; establish sensitivity.
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FY 2005 | FY 2006 | FY 2007

Spin Electronics 16.200 0.000 0.000

(9)] Program Plans:
— Continue to explore new directions in spin electronics to determine areas important for continued DoD investment.
— Continue exploration of the benefits of using the spin degree of freedom in organic electronics.
— Continue to study spin dynamics in nanostructures.
— Continue exploring new materials and structures that exhibit spin dependent behavior.

FY 2005 FY 2006 FY 2007
Molecular Electronics 1.900 0.000 0.000

V) Program Plans:
— Provided tools for developing molecular electronics technologies to enable construction of electronic circuits at the nanometer-scale
for computation. Research focused on the simulation and direct-write fabrication of room temperature single electron transistors using
focused ion beam instrumentation.

FY 2005 | FY 2006 | FY 2007

Comparative Genomics for National Security Goals 3.000 1.500 0.000

V) Program Plans:
— Develop new approaches to examine prognostic epidemiology using comparative genomics.

UNCLASSIFIED
R-1 Line Item No. 2
Page 28 of 30 28




UNCLASSIFIED

RDT&E BUDGET ITEM JUSTIFICATION SHEET (R-2 Exhibit)

DATE

February 2006

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-wide
BA1 Basic Research

R-1 ITEM NOMENCLATURE
Defense Research Sciences

PE 0601101E, Project MS-01

FY 2005 | FY 2006 | FY 2007
Material Characterization and Meteorology Center 0.500 0.000 0.000
V) Program Plans:
— Developed tools and methods for characterization of materials.
FY 2005 | FY 2006 | FY 2007
Space Based Active Sensors 1.400 0.000 0.000
V) Program Plans:
— Explored more efficient methods for the development of active sensors.
FY 2005 | FY 2006 | FY 2007
Advanced Materials for Quantum Computing 0.000 2.650 0.000
V) Program Plans:
— Development of materials that will enable the instantiation of quantum computing concepts.
FY 2005 | FY 2006 | FY 2007
PBO 0.000 1.000 0.000

V) Program Plans:

— Research into the application of PBO (Polyphenylene benzobisoxazole) in the development of non-flammable and lightweight

materials.
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(V)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2005 FY2006 FY2007 FY 2008 FY 2009 FY 2010 FY 2011
Total Program Element (PE) Cost 182.815 195.991 242.852 249.651 247.146 245.870 193.870
Intelligent Systems & Software 1T-01 12.209 0.000 0.000 0.000 0.000 0.000 0.000
High Performance and Global Scale Systems IT-02 68.909 69.283 82.900 85.000 85.000 85.000 48.000
Information Assurance and Survivability 1T-03 48.594 60.964 76.015 79.115 80.977 80.277 65.277
Language Translation 1T-04 53.103 65.744 83.937 85.536 81.169 80.593 80.593

(9)] Mission Description:

(V) The Computing Systems and Communications Technology program element is budgeted in the applied research budget activity because it
is directed toward the application of advanced, innovative computing systems and communications technologies.

V) The Intelligent Systems and Software project developed new technology for software creation, processing and database management to
significantly improve software for systems that produce, store, and analyze information about battlespace operations. It developed fundamentally
new techniques for: (1) transforming signals into descriptions of battlespace entities; (2) exchanging information about entities among different
systems at both the syntactic and semantic levels; and (3) managing that information exchange as situations and resources change over time.

V) The High Performance and Global Scale Systems project develops the computing, networking, and associated software technology base
underlying the solutions to computational and information-intensive applications for future defense and federal needs. These technologies will
lead to successive generations of more secure, higher performance, and cost-effective systems; associated software technologies; advanced mobile
information technology; and prototype experimental applications critical to defense operations.
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(9)] The Information Assurance and Survivability project is developing the technology required to make emerging information system
capabilities (such as wireless and mobile code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack
upon or through the supporting information infrastructure. These technologies will enable our critical systems to provide continuous correct
operation even when they are attacked, and will lead to generations of stronger protection, higher performance, and more cost-effective security

and survivability solutions scalable to several thousand sites.

V) The Language Translation project will develop and test powerful new Human Language Technology that will provide critical capabilities
for a wide range of national security needs. This technology will enable systems to (a) automatically exploit large volumes of speech and text in
multiple languages; (b) revolutionize human-computer interaction via spoken and written English and foreign languages; (c) perform computing
and decision-making tasks in stressful, time-sensitive situations; and (d) become active, autonomous agents/assistants to analysts, operators and

warfighters by collating, filtering, synthesizing and presenting information in timely and relevant forms.

(9)] Program Change Summary: (In Millions) FY 2005 FEY 2006 FEY 2007
Previous President’s Budget 187.767 198.831 213.723
Current Budget 182.815 195.991 242.852
Total Adjustments -4.952 -2.840 29.129
Congressional program reductions -0.146 -2.840
Congressional increases 0.000
Reprogrammings 0.000
SBIR/STTR transfer -4.806

V) Change Summary Explanation:

FY 2005 Decrease reflects DOE transfer for P.L. 108-447 and SBIR/STTR transfer.
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FY 2006 The decrease reflects undistributed reductions for Section 8125 and the 1% reduction for section 3801:

Government-wide rescission.
FY 2007 Increase reflects enhancement of the Language Translation project to address technologies to translate

documents captured during tactical operations and continue work on two-way tactical speech communications
between warfighters and native speakers. The PE increase also addresses funding for Phase 11 of the High
Productivity Computing System (HPCS) program to complete the detailed design, fabrication, integration and
demonstration of the first full scale prototypes. New Information Assurance technologies will also be

emphasized.
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COST (In Millions) FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011
High Performance and Global Scale Systems IT-02 68.909 69.283 82.900 85.000 85.000 85.000 48.000

(9)] Mission Description:

V) This project develops the computing, networking and associated software technology base required to support future defense and federal
needs for computational and information-intensive applications. These technologies will lead to successive generations of more secure, higher
performance, and more cost-effective computing systems. The project will also develop critical associated software technologies, advanced
mobile information technology, and prototype experimental applications critical to defense operations.

V) Program Accomplishments/Planned Programs:

FY 2005 | FY 2006 | FY 2007
Responsive Computing Architectures 68.909 69.283 82.900

V) The Responsive Computing Architectures component is bringing much needed flexibility to DoD systems. It is developing integrated
computing subsystems that will respond in real time to dramatic changes in mission application requirements and operating constraints based on
the mission of the day. Current projects are focused on quality of service, algorithm/application computing diversity and scalable computing
efficiency. The technologies being developed here have direct and significant impact for military systems, such as the Land Warrior/Objective
Force, ground and airborne autonomous devices, distributed sensors, space sensors and intelligence collection ground systems. The Responsive
Computing Architecture component funds the High Productivity Computing Systems program.

V) The High Productivity Computing Systems (HPCS) program will provide the DoD with significant technology and capability
advancements for the national security and industrial communities by filling a critical gap between today’s 1980s-based high performance
computing systems and the future promise of quantum computing. This program is targeting high-end, tera-to-petascale computing in medium-to-
long-term national security missions where, according to two recent DoD studies, U.S. superiority and security are threatened. The technology
development plan is being executed in three phases that will extend to the end of this decade. The three phases are (1) concept study, (2) research
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and development, and (3) prototype development. HPCS will address a number of critical technology barriers over the next decade including:
(1) processor/bandwidth performance efficiency; (2) software availability/reliability for large-scale computing systems; (3) integral hardware,
software, application robustness; (4) intrusion resistance; (5) run-time software brittleness; (6) time-to-solution; and (7) cost of developing,
operating, maintaining, and upgrading DoD national security applications. Through HPCS technology, performance and efficiency for critical
national security applications will realize a forty-fold improvement. Early identification of key mission partner users and their high-end
computing application requirements, and development of metrics and performance prediction tools will be used throughout the program to assess
accomplishment of both technical milestones and adherence to the schedule.

V) Program Plans:

Perform a focused industry R&D Engineering Phase 11 effort that will evaluate, simulate, and prototype the innovative HPC system
architectures selected from the Phase | concept studies.

Release alpha “value based” productivity metrics and benchmarks to guide future program research and development activities.
Address large system brittleness by exploring hardware and software reliability and fault tolerance capabilities, active application
software bug tolerance, and intrusion identification and resistance.

Evaluate alternative balanced system architectures comprised of processors, memory, interconnects, software, and programming
environments that will result in high productivity computing systems.

Perform a critical technology assessment and prototype engineering readiness review of the Phase Il HPCS petascale systems and their
viability for implementation in the 2010 timeframe.

Perform a down-select from the Phase Il R&D commercial participants based on their readiness for prototype development (Phase
111); their ability to address the government’s HPC needs in the 2010-2011 timeframe, and their commercial viability.

Initiate research prototype development (Phase I11) of a high-end petascale computing system with improved time-to-solution
characteristics, in collaboration with other government agencies.

Implement applied high productivity language software and intelligent file system research to support the revitalization of high-end
computing.
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(V)

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011
Information Assurance and Survivability 1T-03 48.594 60.964 76.015 79.115 80.977 80.277 65.277

(9)] Mission Description:

(V) This project is developing the technology required to make emerging information system capabilities (such as wireless and mobile
code/mobile systems) inherently secure, and to protect DoD's mission-critical systems against attack upon or through the supporting information
infrastructure. These technologies will enable our critical systems to provide continuous correct operation even when they are attacked. The
technologies will also lead to generations of stronger protection, higher performance, and more cost-effective security and survivability solutions
scalable to several thousand sites. Technologies developed under this project will be exploited by all the projects within this program element, and
those in the Command, Control, and Communications program element (PE 0603760E), the Network-Centric Warfare Technology program
element (PE 0603764E), the Sensor Technology program element (PE 0603767E), the Guidance Technology program element (PE 0603768E),
and other programs that satisfy defense requirements for secure, survivable, and network centric systems.

(V) Program Accomplishments/Planned Programs:

FY 2005 | FY 2006 | FY 2007

Next Generation Optical Networks 7.521 6.754 6.463

V) The Next Generation Optical Networks program will revolutionize the operation, performance, security, and survivability of the United
States' critical inter-networking system by leveraging technology developed in DARPA photonics component and secure networking programs.
These goals will be accomplished through a transformation in fundamental networking concepts that form the foundation upon which future inter-
networking hardware, architecture, protocols and applications will be built. Key technical enablers that will be developed in this thrust include:
(1) the elimination of data-flow bottlenecks and the enhancement of network scalability through the creation of optical network hardware that
minimizes the occurrence of need for optical-to-electrical-to-optical conversions; (2) greatly increased network capacity through the use of more
efficient fiber-optical transmission techniques; (3) network management tools that guarantee optimization of high density wavelength-division-
multiplexed optical channels, such as those provided by wavelength division multiplexing; (4) creation of a new class of protocols that permit the
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cross-layer communications needed to support quality-of-service requirements of high-priority national defense applications; and (5)
demonstration of novel concepts in intelligent and cognitive switched based networks. This effort will deliver the high-performance inter-
networking capabilities needed for development of applications such as distributed and network based command and control, intelligence analysis,
predictive logistics management, simulation and scenario enhanced decision-making support for real-time combat operations, and assured
operation of critical U.S. networking functions when faced with severe physical layer attack. These network-based functions will support the real-
time, fast-reaction operations of senior leadership, major commands and field units.

V) An important initial component of this program, the Tactical Fiber-Optical Network effort will make it possible for the U.S. military to
create a rapidly deployable, self-healing, tactical wavelength-division-multiplexed (WDM) fiber-optical network that can provide substantial
communications capability to command centers deployed in somewhat mature areas of hostility. Key capabilities that will be enabled by this
program include: (1) the elimination of power needs in the core of the network through the design and fabrication of passive wavelength-routing
nodes that will allow the switching functions to be done via tunable optical transmitters and receivers (transceivers) at the edge of the network; (2)
enhanced network survivability through a suitable highly connected network topology leveraging a fast-restoration protocol capable of rapid
recovery from multiple network node and link failures; and (3) extended geographical coverage of the network to hundreds of kilometers, without
requiring additional power at the core. In addition, protocols will be developed to enable the connection of this network to tactical wireless
networks as well as to existing fixed legacy networks. The program will also include the development of techniques to realize ruggedized network
nodes and interconnecting fiber cables, which are to be buried in the ground or in riverbeds or other waterways.

(8)) A companion program, the Millimeter Wave Networks project, explored new technology to make the upper millimeter wave (MMW)
region affordable for proliferated use in an operational environment. This project investigated the unique characteristics of the 60GHz band,
which attenuates radio signals very rapidly due to absorption, to develop network devices that can transmit the reasonably high levels of power
required for high data rates, and still be undetectable at a distance from the network.

(8)] Program Plans:

o Next Generation Optical Networks
— Create an all-optical hardware design and fabrication to enable regeneration, wavelength switching and sub-wavelength grooming.
— Develop and demonstrate an efficient fiber-optical transmission technique to enable several-fold increase in fiber capacity.
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— Develop switch architecture design and signaling protocols for zero-apparent-jitter, low-latency, real-time applications.

— Develop national testbed hardware specification, local area to wide area network integration, with data-format independence.
— Develop protocols for physical layer-to-application layer connectivity and routing algorithms for optically switched networks.
— Demonstrate the ability to manage frequency and enforce low probability of detection limits.

— Enable the interface between optically switched backbone networks and conventional networks.

Tactical Fiber-Optical Network

— Create a suitable architecture for a passive, WDM fiber-optical network with high connectivity for increased reliability.

— Develop a set of passive, wavelength-routing nodes that can enable the realization of this architecture.

— Develop a wavelength plan for interconnecting client devices with tunable optical transceivers placed at the edge of the network.
— Develop a protocol for rapid restoration from multiple network node and link failures through re-tuning the optical transceivers.
— Conduct an analysis to estimate the resulting network reliability and survivability under various failure scenarios.

— Demonstrate the ability to interconnect client devices with a wide range of analog and digital signal formats and protocols.

— Devise appropriate protocols to enable the integration of the network with tactical wireless networks.

— Develop protocols and interfaces to enable connecting this network to existing legacy networks.

— Develop techniques to realize ruggedized network nodes and fiber cables.

— Build and test a network testbed that is representative of a network suitable for one or more target aerospace platforms.

Millimeter Wave Networks
— Validated that photonics-based modem and RF sources are orders of magnitude simpler than conventional RF.

— Determined that the upper millimeter wave region offers increased RF power scaling due to low combining loss which can allow
almost unbounded bandwidth.
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FY 2005 | FY 2006 | FY 2007

Dynamic Quarantine of Computer-Based Worms 14.807 18.643 19.671

V) The goal of the Dynamic Quarantine of Computer-Based Worms program is to develop defenses for U.S. military networks against large-
scale malicious code attacks such as computer-based worms. As the U.S. military pushes forward with network-centric warfare, terrorists and
other nation-states are likely to develop and employ malicious code to impede our ability to fight efficiently and effectively. This program will
develop the capability to automatically detect and respond to computer-based worm attacks against military networks, provide advanced warning
to other DoD enterprise networks, provide rapid recovery of infected systems, study and determine the worm’s propagation and provide off-line
rapid response forensic analysis of malicious code to identify its capabilities, and future behavior. Additionally, the program will investigate
technologies for defense against cyber attacks on mobile ad hoc network (MANET) systems. This effort will develop defenses that can sense
failures and attacks on military tactical wireless networks and auto-reconfigure in real-time to provide continuous service of mission-critical
activities. This program will develop technology to ensure wireless mobile network centric warfare systems are able to fulfill their mission in spite
of runtime hardware/software failures and cyber attacks such as computer worms unleashed on MANETS. This program will develop technology
to reconfigure the network, nodes, and platforms for optimal mission execution as a result of changes that may occur in the trustworthiness of the
network.

V) Program Plans:
— Developed and tested automatic detection and quarantine mechanisms.
— Developed and transitioned off-line malicious code analysis capabilities.
— Test auto-quarantine capabilities against more sophisticated threats.
— Develop emulated wireless mobility testbed.
— Develop host and network-based detection and quarantine sensors/actuators for MANET systems.
— Develop application re-provisioning services for failed nodes.
— Verify integrated system capabilities.
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FY 2005 | FY 2006 | FY 2007

Trustworthy Systems 8.551 9.757 10.058

V) The goal of the Trustworthy Systems program is to provide foundational trustworthy computer platforms for DoD computing systems.
This program seeks to develop technologies such as novel computer processing architectures, hardware, firmware, or microkernels that will
guarantee the security and integrity of data processed for secure applications. The military utility of the technology would be to provide high
degree of assurance that software systems procured by DoD cannot compromise the DoD missions they support even when compromised by
Trojan horse software, or just plain buggy software. Transition targets include weapons platforms, flight control systems, and enterprise software
systems. The transition customers are Joint Task Force (JTF)-Global Network Operations and the DoD Enterprise Security Steering Group
(ESSG) for providing DoD enterprise wide information assurance solutions.

(9)] Initially, an Information Assurance (IA) Transition effort in this project will identify, develop, and transition key information assurance
research technologies to DoD networks, filling gaps in commercial off-the-shelf (COTS) tool coverage. Specifically, previously-funded DoD
research technologies will be identified, matured, evaluated, and deployed on select DoD networks as a testbed for developmental integration
testing. This program provides a framework for advocates of other technologies to be similarly considered for deployment to DoD networks. The
desired final output of the program is a more secure DoD network, providing improved protection against current and future threats.

V) Program Plans:
—  Trustworthy Systems
-- Develop hardware, firmware, and microkernel architectures as necessary to provide foundational security for operating systems
and applications.
-- Develop tools to find vulnerabilities in complex open source software.
-- Develop scalable formal methods to formally verify complex hardware/software.

— Information Assurance (IA) Transition
-- Mature the technologies to the point they can be operationally tested.
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-- Test and evaluate secure hardware designs, software architectures, and code assessment technologies.
-- Deploy technologies on pilot network.
-- Identify key IA technologies for transition.

FY 2005 | FY 2006 | FY 2007

DARPA Future Information Assurance Initiatives 2.009 4,150 5.603

V) The Department’s vision for the future includes comprehensive knowledge of the battlespace and the ability to fight wars with information
technology that enables remote C*ISR operations. Sophisticated computing capabilities like those available in current desktop workstation and
server systems are moving to mobile wireless embedded systems that communicate over low bandwidth self-organizing tactical networks often
with low-powered devices. Concurrent with the advanced computing capability will be security and other trustworthiness challenges in the
systems that the future U.S. military will be heavily dependent upon during battle. With the increased U.S. military dependence on information
technology, the ability to maintain battlefield superiority requires control of our information systems against increasingly sophisticated adversaries
employing computer network attack. With foreign production of information technology increasing, and adversaries seeking to use the
asymmetric leverage of cyber warfare as the Achilles’ heel of current and future U.S. military systems; the U.S. military must have the ability to
withstand, operate through, and counter increasingly lethal cyber attacks, while reducing the manpower required. The DARPA Future Information
Assurance Initiatives will identify promising technologies to continue to push the state of the art and pursue transition opportunities to promote
adoption by the military services. Other distinct programs within this project will be created to pursue promising technologies as they are
identified for further focused development.

(8)] Program Plans:
— Develop automatic technigues to modify computer applications to add information assurance properties e.g. confidentiality,
authentication, and others.
— Develop the ability of individual hosts (end-points) to learn essential characteristics about the network path between themselves and
their transmission partners.
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Develop the ability to protect the core signaling and control of converged networks running voice over IP (VOIP), wireless, and voice,
and data networks in enterprise telecommunications.

Identify and authenticate hosts on the network with a follow-on goal of allowing these hosts to query the network to discover the
network’s operating attributes.

Develop a family of distributed, autonomous firewalls that work together as required to deal with asymmetric traffic on wide area
networks.

Develop a wireless protocol that securely provides location, authentication, and communications in a practical manner.
Investigate new approaches to network security that scale with increased data rates and address spaces of future networks.

FY 2005 | FY 2006 | FY 2007

Control Plane 3.597 5.752 7.956

V) The Control Plane Program will improve end-to-end network performance between the Continental United States (CONUS) operating
base and forward deployed tactical units. Control Plane seeks to develop the ability for individual hosts (end-points) to learn essential
characteristics about the network, allowing the hosts to shape the network in a way that optimizes network loading, prioritizes traffic, and creates
communities of interest among nodes in large networks. Additionally, when multiple network paths are available, hosts will be able to choose the
best path/community or simultaneously transmit over multiple paths/communities. This technology will support the Defense Department’s Global
Information Grid concept of operations.

(V) Program Plans:

Develop mechanisms to improve end-to-end wide-area network performance between the Continental United States (CONUS)
operating base and forward deployed tactical units.

Develop the ability of individual hosts (end-points) to learn essential characteristics about the network path between themselves and
their transmission partners through network query protocols.

Investigate authentication protocols for secure transmission of network performance information.
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— Develop the ability of hosts to learn about more than one possible transmission path, other hosts' abilities and purpose, and form
communities of interest which suits their collective needs best.

— Develop the ability of hosts to simultaneously use multiple network paths for the same data transmission with the same partner,

increasing communications speed and reliability.

FY 2005 | FY 2006 | FY 2007

Wide Area Network (WAN) Monitoring

1.267 2.408 4.300

(9)] The Wide Area Network (WAN) Monitoring effort seeks to develop distributed network monitoring capabilities and devices that can be
used to identify, characterize, enable, optimize and protect the WANS that compose the Global Information Grid (GIG). This program will
develop advanced capabilities to monitor the WANS that will comprise the GIG in to detect information flows that are indicative of malicious
behavior, routing problems, or compromised mission capability. Goals include improved detection and false-alarm performance over conventional
intrusion detection systems and scalability to the larger networks. This technology will support the Department of Defense’s Global Information

Grid Information Assurance technical framework.

V) Program Plans:

— Develop algorithms representing that quickly characterize various host's security configurations, identity, and classification as well as

measure the type and quantity of information exchange.
— Develop high-throughput hardware to implement the algorithms at the sensor layer.
— Develop low-latency networks to collect the information.
— Develop high-speed analyzers to assimilate the data and detect perturbations.
— Integrate and test components in a fully functional configuration.
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FY 2005 | FY 2006 | FY 2007

Spread Spectrum Networking 0.000 0.000 2.900

V) Spread spectrum communication technology will significantly improve security against a variety of network attacks and identification
profiles by spreading energy over a broad bandwidth, thereby providing an adversary with a signal which is both difficult to detect, as well as
difficult to jam without using significant resources. This program expands these same goals, by addressing not just the physical layer but also the
entire network stack. Similar to frequency-hopping spread spectrum, the approach of this program is to develop and demonstrate algorithms that
provide hopping between IP addresses and then expanding to hopping between different permutations of layer 1-3 protocols. The utility is to
provide significantly improved security against a variety of network attack and identification profiles.

V) Program Plans:
— Determine the most effective cross layer spreading techniques through analysis and simulation.
— Implement these techniques on relevant platforms.
— Demonstrate the effectiveness of these techniques against network attack.

FY 2005 | FY 2006 | FY 2007

Control-Based Mobile Ad-Hoc Networks 0.000 4,500 6.099

V) An outgrowth of the Trustworthy Systems and the DARPA Future Information Assurance Initiatives, the Control-Based Mobile Ad-Hoc
Networks (CBMANET) program will develop an adaptive networking capability that dramatically improves performance and reduces life-
threatening communication failures in complex communication networks. In order to develop this new capability, the initial focus is on tactical
mobile ad-hoc networks (MANETSs). MANETS are composed of interdependent nodes based on interdependent system layers. Each node exposes
tens to hundreds of configurable parameters that must be continuously adapted due to variable tactical factors such as mission profile, phase, force
structure, enemy activity, and environmental conditions. The complexity of this high-dimensional, adaptive, constrained, distributed network
configuration problem is overwhelming to human operators and designers and has root causes in the historically wireline-oriented networking
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paradigms. Today’s commercial trends are not aimed at supporting the DoD’s extreme deployments or unique applications. This program will
take on the ambitious goal of researching a novel protocol stack that supports integrated optimization and control of all network layers
simultaneously. Key technical challenges include scalable design, stability, and convergence. These challenges are particularly difficult in a
distributed setting with partial and uncertain information, high communications overhead, and high probability of link failure. To address this
problem, the CBMANET program will exploit recent optimization-theoretic breakthroughs, recent information-theoretic breakthroughs, and
comprehensive cross-layer design to develop a network stack from first principles with specific attention to support for DOD applications such as
multicast voice and situation awareness.

V) Program Plans:
— Design and develop a novel protocol architecture from first principles in information theory and optimization theory.
— Design and demonstrate protocols based on network coding that vastly improve performance in extreme conditions.
— Design and demonstrate cross-layer protocols and adaptive control capabilities to drive resource allocation more efficiently.
— Design novel control interfaces to support DOD-relevant applications such as multicast and situation awareness.
— Design appropriate interfaces between the novel network stack and the physical radio platforms to support cross-layer optimization.
— Perform quantitative analysis and trade studies to understand the degree of performance offered by the novel network stack.

FY 2005 | FY 2006 | FY 2007

Security-Aware Systems 6.103 9.000 12.965

V) Today's military software systems are brittle in the face of changing requirements. They are vulnerable to skilled attackers who develop
creative and unpredictable strategies, and are increasingly dependent on software produced in and/or “outsourced” to potentially hostile nations.
Misconfiguration accounts for most security failures in internet services and poses a serious risk to military systems. This program will develop
security aware systems that will avoid brittleness and vulnerability, due to their ability to reason about their own security attributes, capabilities
and functions with respect to specific mission needs. These systems will also dynamically adapt to provide desired levels of service while
minimizing risk and providing coherent explanations of the relative safety of service level alternatives. These systems will bolster the reliability
and security of critical open source software systems by reducing vulnerabilities and logic errors, and providing state-of-the-art software analysis
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techniques augmented with cognitive decision-making techniques with the ultimate goal of applying these systems on to the Global Information
Grid.

(9)] This Security-Aware Systems thrust was previously budgeted in the DARPA PE 0602304E, Project COG-01. It has been enhanced with
technologies and approaches developed under the Trustworthy Systems, Asymmetric Flow Monitoring and the DARPA Future Information
Assurance Initiatives, programs within this project. The Security-Aware Systems thrust will also explore practical advanced software engineering
technology for building flexible systems that will allow new features to be added via “interposition” between existing features, with guaranteed
levels of reliability and security. Cognitive and automated software analysis techniques will screen outsourced software both for quality lapses
and unauthorized functionality to assure the outsourced code performs as expected. Strategies for intelligently adapting complex system
configurations in response to operator action will be developed. Cognitive reconfiguration technology will infer the user’s legitimate goals and
adapt configurations to rapidly meet those goals with a minimal impact on security and longer-term objectives. The Security-Aware Systems
thrust encompasses the Application Communities (AC) program together with several supporting research initiatives.

(8)] The Application Communities (AC) program will leverage the research conducted under DARPA’s information assurance programs to
create a new generation of self-defending software that automatically responds to threats, and provide a comprehensive picture of security
properties and current status displayed at multiple levels of abstraction and formality. This capability will bring intelligent security adaptation to
DoD systems and make security properties and status more apparent to decision makers, thus increasing the speed and confidence with which
military systems can be securely and dynamically reconfigured, particularly under stressful conditions. AC technology will enable collections of
similar systems to collaboratively generate a shared awareness of security vulnerabilities, vulnerability mitigation strategies, and early warnings of
attack. AC will revolutionize the security of military information systems and reduce the threat from stealth attacks (where attackers take control
of systems undetected).

V) Research initiatives related to vulnerabilities, missions and threats in computer abstract-model reasoning will enable systems to create a
prioritized list of threats and analyze the hypotheses about threats in the context of system development and deployment. The resulting technology
will enable current systems to generate vulnerability reports ranked by probable impact of a failure/attack on the mission. In addition, technology
that results in a multi-level network operating system capable of controlling the flow of classified information will prevent unauthorized leakage
through computer systems, and provide planners and intelligence analysts safe, simultaneous, and convenient access to classified and unclassified
information.
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(U)

Program Plans:

Develop techniques to collaboratively diagnose and respond to problems (e.g., attacks or failures that threaten a mission) in groups of
military systems.

Demonstrate automated techniques for reasoning about and understanding the security-relevant interactions between software
components of military systems.

Develop techniques to summarize security policy and status so the descriptions produced by AC can be understood without omitting
critical details.

Augment current techniques to construct a framework for developing high-assurance behavioral specifications (including security
policies). Formulate a unified knowledge base to represent the properties and capabilities of disparate security mechanisms.

Develop static and dynamic source code analysis techniques (e.g., data- and control-flow-based techniques, model-checking, strong
typing) to relate software module structures and runtime state with the representation of security properties/configurations.
Demonstrate self-explanation techniques in which systems explain their critical security properties and status in a manner that is
understandable to a variety of managing software components and human operators.

Develop test and validation regimes to assess the protection mechanisms of security products and certify protection to quantifiable
levels based on a scientific rationale.

Develop measures to quantitatively characterize various dimensions of security (availability, integrity, confidentiality, authentication,
and non-repudiation), fault tolerance, and intrusion tolerance and demonstrate the theory’s relevance by applying it to a realistic
exemplar system.

Develop techniques for practical construction of extensible software and analysis techniques for predicting the effects of new
functionality inserted into a system.

Develop a theory of code to formalize the properties of interposition and stimulate a new wave of software reliability and productivity
improvement.

Demonstrate cognitive security analysis of complex multi-component software systems.

Develop an ontology of system and security configuration settings and ontology-based techniques that infer and express operator
goals.

Build information flow tracking and dynamically-reconfigurable event interposition into modeling techniques and their supporting
tools.
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Develop reasoning techniques to evaluate the impact of negative scenarios on a system design and anticipated mission scenarios.
Develop network switches that provably control information flows according to a specified policy.

Develop ubiquitous, intelligent software agents that learn and respond to attacks on Global Information Grid infrastructure scale.
Integrate developed technologies into the Global Information Grid.

FY 2005 | FY 2006 | FY 2007

Fault Tolerant Networks 1.000 0.000 0.000

V) The primary goal of the Fault Tolerant Networks program has been to develop technologies that provide for continuous and correct
network operation even when attacks are successful. By developing reliable, ad-hoc, and adaptive networking protocols that allow for
communications between peers during conditions of known or suspected faults or attacks in wide-area networks, this program has developed
technologies to dramatically improve communications across the network. This program was designed to seek a number of different networking
protocols and technologies to improve network security and provide quantitative statistical metrics that allow for the objective evaluation of
network performance when fault condition exists or attacks are on-going or suspected.

V) Program Plans:

Developed a unified model for multi-path communication.

Developed protocols for reliably communicating between peers in ad-hoc networks and adaptive multi-path forwarding protocols for
tolerating and adapting to faults in wide-area networks.

Demonstrated attack profiling and filtering algorithms that discard a high percentage of Distributed Denial of Service (DDoS) traffic
and a low percentage of non-DDoS traffic.

Extended an overlay network prototype to integrate boundary security, enforcing overlay separation and preventing leakage of traffic
onto the base network.

Demonstrated statistical measures that are both efficient and effective at detecting traffic that contributes to a DDoS attack that
originates multiple network “hops” back from the attack target.
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— Implemented and evaluated distributed queuing in prototype router hardware while continuing fundamental studies of distributed
queuing algorithms, with a focus on algorithms that support reservation-oriented traffic.

— Developed tools for measuring and communicating the structure of network topologies in both wide-area and mobile environments
and for measuring underlying latencies, service times, and characteristics that constrain the best possible network availability
solutions.

FY 2005 | FY 2006 | FY 2007

Dynamic Coalitions 1.000 0.000 0.000

V) The Dynamic Coalitions program has developed technologies that allow the formation of partnerships between and across organizations
that are seeking joint collaboration to provide secure networking communications, improve policy management and group communications, and
provide for the improved security of infrastructure services and data sharing. Given that future U.S. military operations will be increasingly
“joint,” involving multiple branches of the U.S. Armed Forces and, potentially allied or other coalition forces, secure and accessible
communication will be critical for future war-fighting scenarios outlined in Joint Vision 2020. This effort has leveraged recent advancements in
wireless networking technologies by investigating those technologies that can migrate coalition information assurance tools from servers to
gateway radios, thereby allowing such functionality to spread throughout the coalition. The most promising technologies sought under this
program are being tested in operationally relevant experiments with U.S. warfighters in DARPA’s Partners in Experimentation program which is
also budgeted in this project.

(9))] Program Plans:
— Developed a new formalism for application level policies to accommodate new aspects of policy that do not manifest at the network
layer, such as access control mechanisms.
— Developed specific technology to enable multi-level network management and multi-level message passing.
— Completed the implementation of the surrogate trust negotiation architecture for supporting trust negotiation in a wireless
environment.
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— Experimentally proved that architectures that incorporate reusable tickets or tokens can eliminate the need for repetitive, heavyweight
trust negotiations between protected resources within a security domain without compromising the security of the overall system.

— Demonstrated adaptors to a policy engine for a set of real networking, monitoring and control technologies including: network
management tools; commercial firewalls; and application specific entities such as web servers.

FY 2005 | FY 2006 | FY 2007

Partners in Experimentation 2.739 0.000 0.000

(9)] The Partners in Experimentation program conducted security technology experimentation with operational military and coalition partners.
As part of this effort, the program developed relationships with partners that led to multi-application information sharing, as well as improving
interoperability between the participating partners. Such experimentation also led to the development of technologies for distributed denial of
service countermeasures and encryption techniques to secure email across multiple organizations working collaboratively. Operational
experimentation provided valuable feedback to the security technology research and development process; demonstrated the benefits of advanced
technology; and accelerated technology transition.

V) Program Plans:

— Transitioned Identity Based Encryption to the United States Northern Command (USNORTHCOM) for communicating sensitive but
unclassified data between Department of Defense and local, state and other Federal non-DoD agencies as well as non-governmental
agencies.

— Demonstrated identity-based encryption techniques to secure email in a multi-organization collaborative environment.

— Demonstrated secure group communication capability for informal trust relationships.

— Provided the capability for cross-domain information sharing for an interoperability demonstration.

— Constructed and demonstrated a trusted patch management system as well as an Information Assurance Vulnerability Assessment
(IAVA) compliance checking capability.

— Evaluated performance and scalability of lab-proven anomaly detection techniques for intrusion detection in real-world, high-volume
environments.
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(V)

— Demonstrated network monitoring and Distributed Denial of Service (DDoS) countermeasures.
— Demonstrated multi-application cross-domain information sharing capability.

Other Program Funding Summary Cost:

Not Applicable.
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COST (In Millions) FY 2005 | FY 2006 | FY 2007 | FY 2008 | FY 2009 | FY 2010 | FY 2011
Language Translation 1T-04 53.103 65.744 83.937 85.536 81.169 80.593 80.593

(9)] Mission Description:

V) This project will develop and test powerful new technology for processing human languages that will provide critical capabilities for a
wide range of national security needs. This technology will enable systems to (a) automatically exploit large volumes of speech and text in
multiple languages; (b) revolutionize human-computer interaction via spoken and written English and foreign languages; (c) perform computing
and decision-making tasks in stressful, time-sensitive situations; and (d) autonomously collate, filter, synthesize and present relevant information
in timely and relevant forms.

V) Program Accomplishments/Planned Programs:

FY 2005 FY 2006 FY 2007
Situation Presentation and Interaction 10.900 16.373 20.837

V) The Spoken Language Communication and Translation System for Tactical Use (TRANSTAC) program will develop technologies that
enable robust spontaneous two-way tactical speech communications between our warfighters and native speakers. The program addresses the
issues surrounding the rapid deployment of new languages, especially, low-resource languages and dialects. TRANSTAC will build on existing
speech translat